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THE PROPOSAL OF SOFTWARE DEVELOPMENT AND ACQUISITION METRICS
BASED ON ISO/IEC 27001 STANDARD
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Abstract

The implementation and operation of efficient information security management systems (ISMS) according to
the ISO/IEC 27001 standard involves a number of steps, among others implementation and operation of
appropriate processes, policies and objectives. The crucial issue is the correct definition of the metrics for
measurement of the effectiveness of established processes and established controls. The paper describes some
practical metrics for ISMS processes review but primarily deals with the metrics for the security category
“Security in development and support processes” from the security control clause “Information systems
acquisition, development and maintenance processes” (ISO/IEC 27001, ISO/IEC 27002). Judged by the authors’
research and experience, organizations often concentrate mainly on other security categories (Correct processing
in application, Cryptographic controls, Security of system files) from the security control clause “Information
systems acquisition, development and maintenance processes” (ISO/IEC 27001, ISO/IEC 27002). The aim of
this paper is to refocus on the necessity to define appropriate metrics for all processes (controls) corresponding to
the “Information systems acquisition, development and maintenance” security clause.
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Abstrakt

Pispévek strucné popisuje zavadéni systému fizeni bezpecnosti informaci (ISMS) dle ISO 27001 se zaméfenim
na metriky v oblasti vyvoje a pofizovani software. Vzhledem k tomu, Ze pii zavadéni ISMS se jedna o nastaveni
fidicich procest, je dilezitou otazkou stanoveni bezpecnostnich metrik pro méfeni ucinnosti a efektivnosti
procesu a prijatych opatfeni. Piispévek se zamétil na metriky pro zakladni oddil ,,Nakup, vyvoj a Gdrzba
informaéniho systému“ (ISO/IEC 27001, ISO/IEC 27002) a zejména na oblast ,,Bezpecnost procesu vyvoje a
podpory“. V této oblasti se, podle zkusenosti autort, vétSina firem soustiedi spiSe na opatfeni z ostatnich oblasti
(tedy z oblasti ,,BezpeCnostni pozadavky systému‘, ,,Spravné zpracovani v aplikacich®, , Kryptograficka
opatfeni“ a ,,BezpeCnost systémovych souborti). Navrh metrik, které by byly smysluplné a umoznily
kontrolovat a fidit procesy implementované v ramci systému fizeni bezpecnosti informaci, neni jednoduchy.
Cilem prispévku na zékladé vyzkumi a zkuSenosti s ndvrhem ISMS pro konkrétni organizace je ukazat, ze je
nutné definovat vhodné metriky pro vSechny procesy (opatfeni) odpovidajici vS§em oblastem oddilu ISO/IEC
27001 (ISO/IEC 27002) ,,Nakup, vyvoj a udrzba informac¢niho systému®, a dale ukézat, jak je mozné tyto
metriky konstruovat.
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