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POUZITI DOMNENKOVYCH FUNKCI PRI AUDITU SYSTEMU RIiZENI BEZPECNOSTI
INFORMACI
USING THE EVIDENTIAL REASONING APPROACH IN AUDITING
OF AN INFORMATION SECURITY MANAGEMENT SYSTEM

L. Beranek

Abstract

Audit information security management system (ISMS) is an important element of a well-functioning ISM. As
part of an ISMS audit, it is also necessary to determine the audit risk. Various methods exist and are developed
for risk assessment, both in practical and theoretical level. These methods can use quantitative methods, or may
be based on a qualitative assessment of risks. Current standards (e.g. ISO 27001) for construction and operation
of the ISMS remain on operators how to carry out risk identification, relevant analyses and evaluations. Various
probabilistic methods or methods based on Bayesian statistics are widely used theoretical methods. However,
currently there are no generally accepted methods for calculating risk. This is due to the difficulty of quantifying
some events and often subjective nature of the analysis.

In this paper, we introduce an evidential reasoning model (evidential reasoning approach under the
Dempster-Shafer theory) for the information systems audit risk assessment. The advantage of this approach is
the ability to work with indeterminations and subjective evaluations. The proposed model is applied to the
assessment of audit risk in the chosen field of standard ISO 27001.
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Abstrakt

Audit systému fizeni informaéni bezpe¢nosti (ISMS) je dulezitym prvkem dobie fungujiciho systému ISM.
Vramci auditu ISMS je rovnéZ nezbytné stanovit auditorska rizika. Existuji rizné metody vyvinuty pro
hodnoceni rizik. Tyto metody pouZzivaji kvantitativni metody nebo mohou byt zaloZzeny na kvalitativnim
hodnoceni rizik. Platné standardy (napi. ISO 27001) pro implementaci a provozovani ISMS nechavaji na
provozovateli, jak provadét identifikaci rizik, pfislusné analyzy a vyhodnoceni. Existuji modely pouzivajici
riznych pravdépodobnostnich metod nebo metod zalozenych na Bayesovské statistice. Nicméné€, v soucasné
dobé neexistuji zadné vSeobecné uznavané metody pro vypocet auditorského rizika. Diivodem je obtiznost
kvantifikace nékterych udalosti a ¢asto subjektivni povahy analyzy.

V tomto piispévku pfedstavujeme model pro urceni auditorského rizika pfi auditu systému fizeni bezpecnosti
informaci zalozeny na Dempster-Shaferové teorii domnénkovych funkci (ozna¢ované také jako teorie dikazu).
Vyhodou tohoto modelu je schopnost pracovat s neurcitosti a subjektivnimi hodnocenimi. Navrzeny model pak
aplikujeme na urceni auditorského rizika ve zvolené oblasti standardu ISO 27001.

Klic¢ova slova: Systém fizeni bezpecnosti informaci, audit informacnich systémit, domnénkové funkce, audit
rizik, ISO 27001.
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